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[{UP®POBA BE3NEKA B MPO®ECIAHINA AIJIbHOCTI MAMBYTHIX
BUKJIAJIAYIB IEJATOTTYHUX 3AKJ/IA/IIB BUILOI OCBITH:
HOPMATHUBHO-NIPABOBUI1 ACITEKT

AHoTaLig. ABTOPOM pPO3IJISHYTO HU3KY HOPMAaTUBHUX, OpPraHi3aljiiHUX,
iHCTpYKTHBHUX Ta iHopMaLiiHUX AOKYMEHTIB 3 MNUTaHb LHUPPOBOI
6e3MeKUu CycmiJibCTBa, 0COOU i Aep:KaBU, NPUUHATUX HA Mi>KHApOJHOMY i
Jlep>KaBHOMY PiBHAX, CUCTEMATU30BaHO iX B XPOHOJIOTIYHOMY MOPALKY,
CXapaKTepHU30BaHO B KOHTEKCTI MiArOTOBKU MaMOyTHIX BHUKJIaJayiB
neJarorivHuxX 3akJajiB BUINOI OCBITH /s npodeciiHOl AiJbHOCTI B
IUPPOBOMY CyCHisibCTBi. BUsBJ/JeHO i BUCBITJIEHO OCHOBHIi MOJIOKEHHS
po3Mmo/iijly BiiNOBila/IbHOCTI 3a 3a6e3neyeHHs Kibepbe3neyHoi 1iudpoBoi
TpaHchopMalii MK ypsgaamMy, MNiANPUEMCTBAMUA Ta TPOMaJsiHAMU;
3’5COBAaHO HOBiI PM3MKMU Ta 3arpo3u JJisd BCiX YYaCHUKIB OCBITHbOTO
Ipolecy, 30KpeMa: epo3id KyJbTypHOI CKJIaZlOBOI OCBITHBLOTO IIPOLECY,
3pOCTaHHSl iHTepHeT-aJuKalil (iHTepHeT-3aJeKHOCTi), MOXKJIUBICTb
HECAaHKIIOHOBAHOTO JOCTYNy A0 NepCOHAJbHUX [laHUX, Kibep-MOOiHT,
HanmoBHeHHA pellkaMU Mej/lia-KOHTEHTY i ColliaJibHUX MepeXx, XeUTHUHT Ta
6e3/1i4 iHIIMX NUTaHb; JOBEJEHO HeOoOXiAHICTb GOpPMyBaHHS HABUYOK
nudpoBoi 6e3neku y CyO'€KTIB OCBITHbOro mnpoiecy. BuciT/ieHO
CTPYKTYpPYy UU(PpOBOi O6e3neKh B CKJAaJi LHAPPOBOI KOMIETEHTHOCTI:
3aXUCT MNPUCTPOIB Ta Oe3neyHe MiJK/JAOYEHHS [0 Mepexi [HTepHeT;
3aXUCT MEpPCOHAJbHUX [AHUX Ta NPUBATHOCTI, Oe3neka B [HTepHeTi;
3aXMCT OCOOMCTHMX IMpaB CIOXXHBaya BiJ ILIaxpaicTBa i 3JIOBXXHMBaHb;
3aXHUCT 310POB’S Ta 6J1aronoJiy44si; 3aXMCT HABKOJIMIIHbOT'O CEPE/IOBUIIIA.
PO3KpUTO MOMXJIUBOCTI BUKOPUCTAHHA MpejCTaBJeHUX Yy CTaTTi
JIOKYMEHTIB 3 MOJIITUKU LUPPOBOI 6e3MeKu s npodeciiHOol NiiTOTOBKU
MaWOyTHIX BHUKJI3aJa4iB NeJaroriyHUX 3akJaJiB BUILOI  OCBITH:
NPOEKTYBaHHS MOJIITUKU (HA PiBHI 3akJ/JaJy BUILOI OCBITH) i3 1UPPOBOI
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6e3neku iHPOpPMaIiiHO-OCBITHLOTO CepeJlOBUIIA; CTBOPEHHS Mporpam
HaBYaHHS, TPEHIHTIB, BOPKILOMNIB 3 (QOpMyBaHHS HaBUYOK IUPPOBOI
O0e3meKky MalOyTHIX BUKJIAJAYiB MeJaroriyHMX 3akJ/afiB BUILOI OCBITH;
TEeCTyBaHHS iHPOpMaliMHOI CUCTEMM 3aKJaJay BHMILOI OCBITH; Pi3HI
103aayAUTOPHI 3axoAu: ceMiHapu, KoHbepeHIii, oJiMmiaad, KOHKYpPCH,
aHaJIITU4HI 3BITH, IPOCBITHULIbKA JIAJIBHICTb B perioHi TOLLO.

Ki1ro4oBi cjioBa: MalibyTHIM BUKJ/Ia/1ay, eJaroriyHyMM 3ak/iaj, BUIOl OCBITH,
nuppoBa Oe3mneka, LUPpPOBAa KOMIIETEHTHICTb, HOPMAaTHUBHO-IIPABOBE
3abe3nevyeHHs, Kibep3arposy, Kibep3/I0UMHHICTh, iHpopMaliiiiHa BikiHa.

BCTYII / INTRODUCTION

[loctaHoBKa nmpo6JsieMH. B ymMoBax pO3BUTKY IIMGPPOBOTO CyCHiJIbCTBA,
0COGJIMBO MiJi 4Yac MOBHOMAcHITAabHOI BiWHHM, JAaHAIWAPT 3arpo3 MNOCTIKHO
PO3LIUPIOETBLCA TA MOCTAOTh HOBI BUKJIWKHY, AKI BUMArarmTb aJallTOBAHUX Ta
iHHOBAIIMHUX BiANOBieN. Y 3B’I3Ky 3 LIMM Ta YCBiJJOMJIIOIOYHU TJIMOO0KI 3MiHH,
CIpUYMHEHI TMepexoJOoM Ha UUMPPOBI TexHOJIOTii, KOHBepreHIli€lw i
rjao6asi3ali€elo KOMII IOTEPHUX MeEpex, sKa MNPOJOBXKYETHCS, aKTYaJIbHOCTI
HabyBae GOopMyBaHHS HABUYOK [U(PPOBOI 6€3MEKHU yCiX TpOMafsH, B TOMY YHUCJII
MaWOyTHIX BUKJIaJayiB 3akJ/aiB MeAaroriyHol BUIIOI OCBITHM y mpoleci
npodeciiiHOoI MiAroTOBKY, 110 O6GI'PYHTOBAHO B HU3Li JOKYMEHTIB, IPUNHATUX
AK Ha MDKHApPOJAHOMY, TaK 1 Ha iep>XaBHOMY pPiBHi B YKpaiHi.

AHani3 ocraHHiIX fgociaigkeHb Ta  nyoJuikanin.  [Ipob6sieMu
iHpopMaliiiHOI 6e3MeKU TpUBaJIMK 4Yac OyJiM y LEHTpi HAYKOBUX iHTepeciB
BITYUM3HAHUX YYEHUX | HAYKOBO-TIeJarOriYyHUX NMpaliBHUKIB BiKCbKOBUX BUILMX
3aKJa/iiB OCBIiTH, a X pe3yJibTaTH Ta J0CBiji GopMyBaHHS U PO3BUTKY HAaBHUUYOK
iHpopMaliiiHOI 06e3MeKW He ONpPUJIKJHIBaNIUCh. [IpoTe 3 po3lMIMpPEHHSM
JlocTyny A0 IHTepHeTy, eKCNOHeHIiaJIbHUM 3POCTaHHAM 06cAriB iHdopMalii
(apyra nonoBuHa XX CTOJITTSA) NUTaHHA iHQOpMaliHOI O6e3eKy, a NisHille -
nudpoBOi 0Oe3nekyd y rajy3i OCBITU MNOYa/d NPUBEPTATH YBary Y4YEeHUX-
neznaroriB. Oco6/IMBO 1151 TEMa aKTyaJli3yBajiachb 3 MOYaTKOM POCiHiCbKOi arpecii
B Ykpainy B 2014 poni. 3 yacoM 1i JOCAiP)KEHHSI aKTHUBi3yBaJoCh y 3B'SI3KY 3
Nepexo/ioM Ha AUCTaHIiMHe i 3MilllaHe HaBYaHHsA B nepioa nangeMii SARS-CoV?2
(COVID-19) [1].

3a octaHHi 20 pOKiB YKpaiHCbKMMHM Y4YE€HUMHU 3[IiMCHEHO AOCJiIKEeHHS
pPi3HUX HAYKOBUX TE€M 3 MpobJsieM iHdopMaliiiHOI 6e3neKu B Pi3HUX raay3six.
Onep>xaHi pe3yJibTaTH BifoOpakeHi B 142 aucepTaniiHuX poboTax (3a JaHUMU
NOWIYKY 3 BHUKOPUCTAaHHAM KJIIOYOBUX CJiB «iHQopMaliiiHa Oe3mneka» B
HanjioHanbHOMy pemno3uTopito akaZeMiyHUX TeKCTiB). Taki mocsi»keHHS B
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rany3i 3HaHb 01 Ocita/llegarorika 3xivicHuan: C.Bocko6oiiHikoB (2016),
10. [Banuyk (2013), M. Kongaga (2012), JI. Konomsenko (2016), O.CunHekon
(2011), B. KoBanbuyk (2012).

Tema nudpoBoi 6Oe3neku B NOpodecikHIA AidJbHOCTI BUKJAAadyiB
neJaroriyHUX 3akKJajiB BUILOI OCBITH MOPYLIYETbCS Y HAaYKOBUX MyOJIiKaLlisX
BiTYU3HAHUX ydyeHUX. Tak, B. bonpapenko (2019) gocniiuB ymMoBH Ta 3aco6u
dopMyBaHHSI HaBUYOK iHdopMaliiHOI 6e3neKu MaWOYTHIX yYUTEJiB;
O. Byanuk (2020) BuBYaJsia 0cob6yMBOCTI GopMyBaHHA UPPOBOI rPaMOTHOCTI
BUMTeJISI B KOHTEKCTi 6e3neku B 1ubpoBoMy cycniibCcTBi. LluppoBy Gesmneky
nejaroriB K CKJI3aJ0By iXHbOI IUGPOBOI KOMIETEHTHOCTI MAO0CJiAKyBasu
I.Tencepyk (2021), JI. KanimeBcobka (2022), B. [lnakcienko (2020). Y HaykoBii1
ny6Jikanii M. /Ipyuisik, ika BUB4YaJsia iHpoMeiiHy rPpaMOTHICTb NeJaroriB Ta
OOIrpyHTYBaJla i XapaKTePUCTUKH, TaKOXK HAETbCA NpPO HeOoOXigHICTh
BOJIO/IIHHAI CY6’€EKTAMU OCBITHBOI'O MpoIlecy HaBUYKaMU 1UPPOBOI Ge3neku. Y
pocaimxkenHi M. I[IpokodeBoi Ta JI. CynraHoBoi (2022) mnpeacTaBJieHO
pe3yJibTaTU ONWTYBAaHHA CTYJAEHTIB Ta BUKJAJayiB 3aKJaJiB BHUIOI OCBITHU
1100 OTPUMAaHHA HUMHM yMOB LU(PPOBOI Oe3MeKH, 3alpONOHOBAHO LJIAXU IX
BUpIillIeHHS Ta 3AilCHEeHO ¢dparMeHTAapHUM aHaJ/i3 OCHOBHHUX JOKYMEHTIB, SKi
perjamMeHTyOTh ¢GOpMyBaHHS HaBUYOK ILMPpPOBOi 0Oe3nekd Yy TpoMaisgH
Ykpainu.

META TA 3ABJJAHHA / AIM AND TASKS

Memoro crtaTTi € Oorid[ 3aKOHOZABYMX JOKYMEHTIB, NPUUHATUX Ha
BITYM3HAHOMY 1 MDKHApOJAHOMY PpiBHAX, fAK HOPMAaTHUBHO-IIPAaBOBOIO
3abe3MeyeHHss Ta OpraHisaliiHO-MeTOAWYHOr0 CynpoBoJly <¢GopMyBaHHSA
HAaBUYOK IIUPPOBOI 6e3MeKH Yy MalbyTHIX BUKJIAAA4iB MearoriyHux 3akJ/a/iB
BHIII01 OCBITH.

BignoBiIHO /10 3a3HAaY€HO1 METH Y CTATTi MOCTaBJIEHO TaKi 3A80AHHA:

e [IpoananizyBaTu JOKyMeHTH (KOHBeHIii, cTpaTerii, JOKTPUHH,
pesoJiolii, pekoMeHjalii, 3BiTH, iHpopMalliliHi OrosieTeHi TOIO) 3 NUTaHb
NOJIITUKU LMPPOBOI Oe3neKu, NPUMNHATI EBponap/iaMeHTOM.

e VY3araJibHUTHU i CUCTEMATU3YBATH JOKYMEHTH (KOHIeNIlii, JOKTPUHH,
cTparerii, JIaHU TOWI0) 3 NUTAHb MOJITUKU LUPPOBOI Oe3neKH, MPUHUHATI Ha
Jlep>)KaBHOMY piBHi; 3JIiMCHATHU ONUC OCHOBHHUX IIOJIOKEHb Y KOHTEKCTI
NiZArOTOBKYU MalOYTHIX BUKJIA[a4iB MeAaroriyHMUX 3aK/aa/jiB BUI0I OCBITH.

e (xapakTepu3yBaTU MOXKJWBOCTI BUKOPUCTAHHA IIpeLCTaBJIEHUX ¥
CTaTTi [JOKYMEHTIB 3 TMOJITUKU UUPpPOBOI Oe3neku s npodecihHol
NiZArOTOBKYU MalOYTHIX BUKJIA[a4iB MeAarorivyHyUX 3ak/aa/iB BUII0i OCBITH.
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TEOPETUYHI OCHOBU JAOC/IIAXEHHA / THE THEORETICAL
BACKGROUNDS

JlaHe pocsifKeHHS IPYHTYETbCS HA OCHOBHUX iflesAX Teopii iHpopMaliii,
Teopii po3BUTKY iHPopMauinHoro cycmnisibctBa [1], [3], izesax unudposizanii
BUII0] OCBIiTH [2], OCHOBHMX HOPMATHBHO-NIPAaBOBUX 3acajiax iudpoBoOi 6e3neKu
cycninibctBa [7]-[14], MeTomosioriyHux migxomax npodeciiHOrO PO3BUTKY
MOJIOJIi ¥ cTyZieHiB [15], npuHIMnax npoTuAii Kibepsarposam [4], [6].

METOJU AOCTIAXEHHA / RESEARCH METHODS

JlocArHeHHA MeTH [OC/IiPKeHHA YMOXKJIMBJIEHO BHACJIIJOK 3aCTOCYBaHHA
KOMIIJIEKCY MeTOJiB: MouyKy iHdopMalii 3 BUKOPUCTAHHSIM IOLIYKOBUX
cucteM, iHpOpMaLiiHUX YPAJLOBUX i MapJlaMeHTChbKUX maaTdopM, 6a3 JaHUX i
BeOCalTIB 3a K/JIHYOBUMH CJIOBAMH; KOHTEHT-aHaJli3 HOPMaTUBHO-NPABOBUX
JIOKYMEHTIB, aHaJiTUYHUX MaTepiajiB, IHCTPYKTUBHUX W iHdoOpMaliliHUX
MaTepiaJiiB Ta ix ¢popMasizallii, y3arajbHeHHs i po3p006JIeHHSI MPOIMO3UILiH.

PE3YJIbTATHU AOCHIANKEHHA / RESULTS OF THE RESEARCH

Po3BUTOK 1LIMPPOBOI KOMINETEHTHOCTI MalOyTHIX BUKJIAJayiB 3aKJajiB
BUIIIOI MeAaroriyHoi OCBITH € BaXXJIMBUM 3aBJaHHAM, NP0 W0 HAETbCA ¥
cxBaJsieHil KabiHeToM MiHicTpiB YKkpainu CTpaTerii po3BUTKY BMIIOI OCBITU Ha
2022-2032 poku [0]. BBaxkaeMoO [JI011i/IbHUM aKI€HTYBATH yYBary Ha TOMY, L0 Y
IbOMY JIOKYMEHTI LM@poBi3allisi BU3HaY€Ha OJHUM i3 NPiOpUTETHUX HANPSIMIiB
NPUCKOPEHHS PO3BUTKY ePEKTHBHHUX LIUPPOBUX OCBITHIX ekocucteM. s ix
PO3BUTKY Nepe0adaeThbCs MoAajiblie CTBOPEHHS PO3BUHYTOI IHQPaACTPYKTYPH,
3B’13Ky i 1udpoBOro o006Ji1alHAHHS, €eQPEeKTUBHOTO IIJIaHYBaHHS  Ta
BUKOPUCTAHHA UPPOBOro MOTeHIialy, AKMU BK/IIOYAE «Cy4acHi opraHisaninHi
MOXJIMBOCTI,  MIATOTOBJIEHUX  HAYKOBUX,  HAYKOBO-MEAArOriYHUX  Ta
neJaroriyHUX MpaliBHUKIB, SIKi BOJOJiI0Th HMPPOBUMU KOMMIETEHTHOCTSIMU»
Ta 3J,aTHI BUKOPUCTOBYBATU BUCOKOAKICHE OCBITHE HAallOBHEHHS, IHCTPYMEHTH
i 6e3nevyHi naTPopmy, 110 «BiJIMOBIJAIOTh CTaHAAPTAM MPUBATHOCTI Ta €TUKHU
Ta € 3py4YHUMU [Ji1 KOPHUCTyBadiB», JOMNOMIXHI TexHoJsoril Jad oci6 3
iHBaJIiIHICTI0; CHPOMOXKHI PO3BUBATH UPPOBI KOMIETEHTHOCTI AJis1 [UPPOBOI
TpaHcpopmauii [2].

OcBiTa € oHMM i3 6230BHUX eJIeMeHTIB [U(PPOBUX IHHOBALIM Ta UPPOBOI
€KOHOMIKM 3arajioM, a BHIllA OCBiTa MOKJMKaHa TMOCTIKHO 30iJbIIyBaTH
niAroToBKy (axiBIiB sIKi BOJIOJ[iIIOTh HOBUMU TEXHOJIOTiSIMM, MOTPIOHUMU AJIs1
JIOCITHEHHSI KOHKYPEHTHOI NepeBard B MPpoBOMY CBIiTi. HUHI BaXKko ysIBUTHU
cobi opraHisalio OCBITHbOTO IMpoliecy B OyJb-IKOMY 3aKJaji OCBiTHM 06e3
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BUKOPUCTAHHSI eJIeKTPOHHUX OCBITHIX pecypciB, miaTdopMm i cepBiciB s
JAUCTAHL[IMHOTO TA 3MillIaHOTO0 HaBYaHHHI.

Jlo pedui, [HTepHeT NpOCTip WHMPOKO BUKOPUCTOBYETHCA BCIMa BepCTBAMU
HaceJIeHHd JJi OIIYKY pi3HoI iHpopmallii. 3a ocTaHHI AeCATb POKIB KiJIbKICTb
KOpUCTyBauiB IHTepHeTy 36i/bllIKJachk Maike yaBidui — 3 2,18 Minbspja Ha
novatky 2012 poky fo 4,95 Minbspaa Ha noyatky 2022 poky. lle npu3BogUTb
Jlo cykynHoro piyHoro temny 3poctaHHs (CAGER) Ha piBHi 8,6 % 3a ocTaHHE
JEeCATUITTA B LIIJIOMY, OJHAK piyHi TeMIU 3pOCTAHHA CYTTEBO KOJUBAMUCH. Y
ciyHi 2022 poky HaJjidyBaJsioch 62.2022 MinbApAa KOPUCTYBayiB COLiaJIbHUX
Mepex, 10 CTaHOBUTH 58,4 % Bij 3ara/ibHOI YHCEJIBHOCTI HaceJIeHHS MJIaHeTH,
X04a JOLIJIbHO 3a3HA4YWTH, 110 KOPUCTYBayi COLiaJIbHUX Mepex MOXYTb He
OyTH NOCTIMHUMHU. YHUCeNbHICTh NMOCTIMHUX KOPUCTYBAYiB COLlia/IbHUX MeEpex
3pocJia 6isblie, Hixk Ha 10 % 3a octaHHi 12 Micanis, To6To ynpogosx 2021 poky
3'aBuiiocd 424 MisiblilOHa HOBUX KOPUCTYBayiB [3].

3a fgaHuMu YKpiHQopM, 6JiM3bk0o 78 % yKpaiHLiB LOAHA YA Maike
II0JHA KOPUCTYIOTbCA I[HTepHeTOM. 3a pe3yJbTaTaMU BCeyKpPaiHCbKOTrO
ONMUTYBaHHS TpoMajcbkoli aAyMKM «OMHIOyc», sKe TmpoBiB KHIBCbKUHU
MixkHapoAHU# iHCTUTYT couiosiorii (KMIC) 13-18 TpaBHsa 2022 poKy MeTOA0M
TeJleQOHHUX iHTepB'l0 3 BUKOPUCTAHHSM KOMIT'IOTepa Ha OCHOBi BUIAAKOBOI
BUOIpKM MOOIIBHUX TesJepOHHHUX HOMepiB, MiCbKe HaceJileHHS 4YacTilie
BUKOpPUCTOBYE [HTepHeT, HiXK CiJIbCbKe, BiJCOTOK AKTUBHUX KOPUCTYBayiB
[HTepHeTOM 3MeHIYEeThCA 3i 3pOCTAaHHAM BiKY. Tak0X BUABJIEHO, 1110 YUM BULIA
OCBiTa B yKpaiHIisl/KHA, TUM 4acTillle BiH/BOHA KOPHUCTYETbCA [HTepHeTOM, a
HaW4acTinle BUKOPUCTOBYHOTHh IHTepHeT ykpaiHni BikoM Big 18 no 49 pokis.
CJif 3a3HAYKMTH, 1110 OMKMTYBAHHS NPOBOJAUJIOCH 3 JlopocauMu (y Bini 18 pokiB i
cTaplie) rpoMajssHaMu YKpaiHH, fIKi HA MOMEHT ONUTYBaHHA NPOXHUBAJIU Ha
TepuTopii YKkpaiHu (y MexaX, fIKi KOHTPOJIIOBAJUCA BJaJol0 YKpaiHU o0 24
jgrotoro 2022 poky) [4].

3a JgaHuMu MarTech-areHTCTBO newage, sKe 3/iMCHIOE LIOpiUYHE
JOCJHIIKEeHHA IHTepHeT-TPeH/JIB YKpalHd, BCTAHOBJIEHO, WO CTAaHOM Ha
TpaBeHb-4yepBeHb 2022 pOKy Ha HEOKYINOBaHIM TepUTOpPil 3HAXOAUJIOCH ~
22,1 maH. rpomazaH y Bini 14-70 pokiB, 3 AKUX Oau3bko 19 MJIH.
KOPUCTYBaJIUCh [HTepHeTOM. | AKII0 3HAaYHA YaCTUHA LMX KOPUCTYBayiB y
Oepe3Hi UMTaJU Oisibllle HOBUHU Ha ceMH i3 20 HalO/IbII NONYJISPHUX CalTax,
0 SAKUX BIJHOCATBCA CYCIHiJIbHO-NMOJITUYHI 3MI Ta «yMOBHO-HOBUHHI»
Tenerpam i Youtube, To B kBiTHi-TpaBHi 2022 p. cuTyanisa 3MiHuaach. Tpadik
HOBUHHHUX CAMTIB M0YaB NaJaTH, HATOMICTh OiJibllle YBaru KOPUCTyBayi CTaJu
NPUAVIATU ecommerce-cakTaM Ta 3HA4YHO 3pic IHTepec [0 OCBITHIX cauTiB — «Ha
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ypok» Ta Brainly (Znanija.com). HuHi cnocTepira€Tbcsi aKTUBHUU PO3BUTOK
Hal[iOHAJIbHOI CHCTEMM aBTOMATH30BAaHOTO IHPOPMALIIMHOIO KOMILJIEKCY
OCBITHBOTO MEHE/PKMEHTY 3 BHUKOPUCTAHHAM PIi3HUX OHJIAWH-IHCTPYMEHTIB,
Hanpukaaj, A4 3akiaaziB ocBiTU: Ilegpapa. Iloptan ocBiTAH YKpaiHu
(https://www.pedrada.com.ua/article/2614-bezpechne-osvtn-seredovishche-
zakladu-osvti) [5], mo 3yMoBJit0€ HEOOXiIHICTb BUBYEHHSI MUTAHHS CTBOPEHHS
06e31meKoBOro qUPpPOBOTo cepes0BUILA.

Joctyn no InTepHeTy € QyHAaMeHTaJbHHUM MPaBOM KOXKHOI JIIOAWHH,
30KpeMa Y4YaCHUKIB OCBITHBOrO IpoLiecy, i KOPUCTYBaHHA LM BIJKPUTUM
BiJIbHUM NPOCTOPOM, y SIKOMY Bifj0yBa€TbCsA OOMIH iAesiMH, iHpopMalli€elo Ta
3HAHHSAMH, COlliaJibHa B3Aa€EMOJif | CHOIJIKYBAaHHA JIOJEH, 3aJMIIAETbCA He
obMexxeHUM. CbOrojgHi He Ma€ CeHCYy /[OBOJAUTH CEepPHO3HUM BIJIMB
iHpopmMalliiiHOro cepefioBHIllA HA iHTEJEKTYaJbHUM, Ppi3UYHUNA Ta NCUXIYHUHN
PO3BUTOK IIKIJIBHOI i CTyZleHTCbKOI MoJioZli. 3 OJiHi€l CTOpOHU 3abe3nedyeHHs
JocTtyny Jo iHpopMaliiHUX pecypciB, BIPOBAJ»K€HHSI IHTEpPAaKTUBHHUX
TEXHOJIOTiM, 3aCTOCYBaHHS €JIEKTPOHHUX OCBITHIX pecypciB, pi3HUX dopMaTiB
HaJlaHHA iHPopMallil YMOXK/IMBJIOE CYyTTEBE MiJBUIIEHHS SKOCTI nMpodecihHoi
niAroToBKU ¢axiBliB A/ Pi3HUX rajy3ed eKOHOMiKH, a 3 iHIIOI — 3'SIBHUJIUCH
HOBi PU3WKHU Ta 3arpo3u JJIf BCiX YYAaCHUKIB OCBITHBOro mpouecy. Ix mepesik
JIOCTaTHBO Pi3SHOMAHITHUM: €po3is KyJIbTYPHOI CKJIaZlOBOI OCBITHBOI'O IPOLIECY,
3pOCTaHHA IHTepHeT-aAuKauii (iHTepHET-3aJIEX)KHOCTI), MOJIUBICTh
HECaHKLIOHOBAHOrO JOCTyNy JO I[epCOHaJbHUX JaHUX, Kibep-MOOiHT,
HaloBHeHHS pelKaMU iHTepHeT-Me/lia i coljiaIbHUX MepexX, XeMTUHT Ta 6e3J1iu
iHIIMX nuTaHb, AKi aKTyasli3yloTh iHPoOpMaLiliHy npob6/ieMaTHUKy, 30KpeMa
UUPpPOBy 0Oe3neKy B IPOMaAsSHCbKOMY CyCHUIbCTBi. MU € cBigkaMu, fIK «3a
OCTaHHI POKHU 3arpo3y NOPYIIEHHS iHTepecCiB J0/eH, CaMol lep>KaBU U Y LiJIoOMy
JIIOJCTBA B KiOepmpocTopi Meperluiv i3 MOTEHLIMHUX Ta TINOTETUYHUX Ha
UiJIKOM peasibHI. TOXK NPOTUCTOAHHA IX NOLIMPEHHIO CTAJI0O MPIOPUTETHUM
3aB/JlaHHSIM Ha HallioOHaJIbHOMY PiBHIi yps/iB Ta Mi>KHapOAHOI CIJIBHOTH» [6].

JepxkaBaMu-dieHaMu Pagu €Bponu Ta iHWIMMU KpaiHamu y 2001 poui
niafnvucano KoHBeHIit0 MNpo Kibep3/J0YMHHICTh, sKa OyJsia paTtudikoBaHa
BepxoBHoto Paporo Ykpainu B 2005 poui [7].

3 KOXHHUM pOKOM KIiJIbKICTb KibepaTak JiMlle 3pOCTa€, Jefasji BOHHU
CTalOTh BCe OiJbII CKAAAHIMIMMHU i HaAXOASATh 3 LIMPOKOIro KoJia JiKepes. 3
MeTOI MiJBUILEHHS CTIMKOCTI [0 Kibep3arpo3 Ta 3abe3mnedyeHHs OTPUMAaHHS
rpoMajisHaMM Ta 6i3HECOM BUTOJM BiJ HaZiMHUX UGPOBUX TexHoJOTiK B EC
po3pob6JsieHo i mnpurHATO CTpaTerilo Kibepbe3mneku. Y 1bOMy [OKYMEHTI
pO3/iJieHO BiANOBiAAJIbLHICTL 3a 3abe3NeyeHHS KibepOe3neyHoi LUPpPOBOI
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TpaHchopMalii Mixk ypsZamMy, NiANPUEMCTBAMU Ta rpoMaZisiHaMH [8].

B iHmoMy nokymeHTi - EBponelchbKii Jleknapaiiii o qudpoBUX npaBax i
NpUHIUIAX [UPPOBOTo AeCATUIITTS [9] HAroJIOWy€eThHC HA TOMY, 1[0 [UdPOBa
TpaHcpopMallifi TOPKAETbCA YCiX acCHeKTiB >XUTTA JOAEeU - PpO3LIHUpPEHHA
MOXJ/IUBOCTEN [JI1 MOKpALeHHA $KOCTI IXHbOTO J>KUTTH, BIPOBAa/PKEHHA
iHHOBaIilf, 3HayHe eKOHOMiYyHe 3pOoCTaHHA 1 cTajictb. B HIM Takox
chOopMy/sIbOBAHO HOBI 3aBAAaHHSA [Jis CTPYKTYpH, Oe3NeKH i CTabiIbHOCTI
HalliOHAJIbHUX CyCHiJIbCTB 1 eKOHOMiK. OCHOBHOI METOH 3a3Ha4yeHol
Jlexknapanii € po3’sicHeHHs (BM3HAuYeHHS MpaBuJ) UOA0 [JOTPUMaHHA
EBPONENChKUX I[IHHOCTEHN | OCHOBHHUX IpaB JILDJIMHU B OHJIaWH-CBITi [8].

3BakalouM Ha UIUPOKUH, BUJAKUHN | EKCTEHCUBHUN PO3BUTOK MIaTHopM
UUPOBUX MOCAYr, a TaKOXK JebaTU W00 3araJbHOLOCTYIIHUX HPOCTOPIB
JlTAHUX | HOBUX TEXHOJIOTIH, TAKUX SK IITYYHUHU IHTEJIEKT, 110 BIVIMBAKOTH HA BCi
cbepu Haiioro cycnisibctBa, EBponelicbkoro Kowmicieo npuitHaTo udpoBuit
nopsifiok AeHHUM Ha 2020-2030 pp. [10]. Ha Ham norJss/i, Ha 0COGJMBY yBary
MeHepKepiB OCBITHHOIO IMpOLeCcy B NeJaroriyHMX 3akJjaZax BUINOI OCBITH
3aCcJIyroBy€ KOMILJIEKC iIHpopMalinHUX 6tosieTeHiB €EC, mpeAcTaBJIeHUN HA CaWTi
EBpONEeNChbKOTO TNapJlaMeHTy, SKUW PpOo3rJsiJlae TMUTaHHS, TMOB'sI3aHi i3
CTBOPEHHSM 6e3NneYyHux LUPPOBUX MPOCTOPIB i MOCAYr, CTBOPEHHSI PiBHUX
YyMOB JJi1 IUPPOBUX PHUHKIB i3 BeJUKUMH MmaaTGopMaMU Ta 3Mil[HEHHS
nudpoBOro CcyBepeHiTeTy €BpONM, OJHOYACHO CHPHUAKYM JOCATHEHHIO
EBPONENChKOI MeTHM KJiMaTH4yHOI HeWTpasbHOocTi g0 2050p. [10].
O3HailloMJIeHHS1 3 O3HAayeHOW IiHQOpMali€El0 YMOXJIWBUTH BUIEpPE/PKAJIbHE
pO3p006JIeHHSI HaBYaJIbHUX MPOrpaM i KOHTEHTY HaBYaJbHUX AUCUMILIIH JJIs
NiAroTOoBKU (QaxiBiiiB, A QOpPMyBaHHS y HHUX | HAYKOBO-NeJaroriuyHUXx
npaniBHUKIB IUPPOBOI KOMIETEHTHOCT!I.

BiiHa B iHdopManinHOMy npocTopi YKpalHH, fiKa NPOJOBXKYETbCH BXe
TPUBAJIMM 4Yac, «3aBJA€E He MEHINOI IKOJAH, aHi>K BiiHa Ha moJii 6010. | 11e 6e3
KOJIHUX TMepedisiblieHb» [6]. AHaNi3 aJMiHiCTpaTUBHO-NPAaBOBUX OCHOB
Kibepbe3neky TMoOKasaB, W0 Yy BiANoBiAb Ha 3acTtocyBaHHA Pocilicbkoro
Qenepaliiero TexHoJsOTiM ri6puaHoi BiMiHU, Pazor HalioHa/ibHOI 6e3MNeKH i
060poHU YKpaiHU B ciyHi 2016 poKy OyJsi0 NIPUHMHATO pillleHHA NMPO CXBaJIEHHH
npoekTy CTparerii Kibep6esneku YKpaiHu. [i OCHOBHOIO MeTOI0 € «CTBOPEHHH
YMOB JiJ1s1 6e31e4Horo GyHKI[iOHyBaHHS KibepnpoCcTopy, HOro BUKOPUCTAHHSA B
iHTepecax ocobu, cycnisibcTBa i AepkaBu» [11].

3 MeTO TMNpPOTUCTOSHHS 3arpo3aM, CHPsIMOBAaHUM Ha CBiZJOMICTb
rpoMa/isid, po3Na/Il0BaHHA HALliOHAJIBHOI i peJsiriniHOl BOpOXKHeYi, IponaraHay
arpecuBHOI BiMHH, 3MIHY KOHCTUTYLLIWHOTO JIaJly HACUJIBHULBKUM LIJIAXOM,

144



BicHuk nicasidunaomuoi oceimu. Bunyck 24(53) Cepis «Iledazozivni Hayku» (Kamezopisa «b»)

Bulletin of Postgraduate education. Issue 24(53) Educational Sciences Series (Category «B»)
https://doi.org/10.58442/2218-7650-2023-24(53)

IIOPYLIEHHA CyBepeHiTeTy 1 TepuTOopiaJIbHOI LiJIICHOCTI, 10 IEepeTBOPHUJIO
iHbopMalniiHy cdepy Ha K/JIWYOBY apeHy NOPOTUOOpPCTBA, OyJsia NPUHHSATA
JlokTpuHa iHpopmaniiHoi 6e3neku Ykpainu. OJHUM i3 NpiOpUTETIB Aep>KaBHOI
NOJIITUKY B iHpOpMaliHiKk chepi BU3HAYEHO «IiABUIEHHS Me/lia-rPaMOTHOCTI
CYyCHIJIbCTBA, CNPHUSHHSA MiArCOTOBLI mMpodeciiHUX KaJpiB A Meaia-chepu 3
BUCOKHM piBHEM KOMIETEeHTHOCTI» [12].

HoBi Buk/HMKH (pO3BUTOK iHQOpPMAIiIMHUX TEXHOJIOTiM Ta ix
KOHBEpPreHIlisl 3 TEXHOJIOTISIMU IITYYHOTO iHTeJIEKTY; BU3HAHHS KibeprnpocTopy
pa3oM 3 iHIKMMHU Qi3UYHMMHU POCTOPAMHU OJIHUM 3 MOXKJIUBUX TeaTPiB BOEHHUX
Jlid; JecTpyKTHBHAa aKTHUBHICTb Pociicbkoi ®enepalii - BYMHEHHS aKTiB
KibepTepopu3My Ta KibepAuBepCid CTOCOBHO HallioHa/JbHOI iHpopMaliiHoi
iHQpacTPYKTYypH; 3pOCTaHHS IHTEHCUBHOCTI MiX/l€p>XaBHOr0 NMPOTHUOOPCTRBA i
pO3BiAYBaJbHO-NiAPUBHOI JIAJIBHOCTI y KibeprnpocTopi; NOCTilHe
BJOCKOHAJIEHHd Ta pO3pOo0JieHHA HOBUX IHCTPYMEHTIB Ta MeXaHi3MiB
peastizallii kibep3arpos; nocujeHHs TeHJEeHIIil 111010 BUKOPHUCTAaHHSA KibepaTak
K IHCTPYMEHTY cheliaJibHUX iHPOpMalliiHUX omepaliii, MaHinyJBaHHSA
CYyCHIJIbHOK JYMKOI0, BIUIMBY Ha BMOOpYi mnpoliecH; nepexig Ha 5G-mepexi,
(YHKIIOHYBaHHSA AKUX KapJUHAJbHUM YMHOM 3aJI€KUTh BiJi KOPEKTHOI p0O0TH
NporpaMHoOro 3abesne4yeHHs, 0 3a PaXyHOK HOBU3HU TEXHOJIOTII MOXXe MaTH
HOBi, He mepejbaveHi 3arpo3u; naHaemis COVID-19, gka o4yeBUJHO MaTHMe
JIOBTOTPHUBAJIMM BIJIMB Ha CBITOBUHW MOPALOK, IOCUJIOYU POJIb €J1IeKTPOHHUX
KOMYHIKaIlil Y MOBCAKJAEHHOMY CHiJIKyBaHHi Ta po06OTi, 1110 MiIBUILYE CTYMNiHb
Bpa3JIMBOCTI mpoleciB 06po6Ku iHPopmallii, 30kpeMa MepcoHaJbHUX AAHUX
TOIL[0) Ta MIBU/IKO 3MiHIOBaHUM LIUPPOBUH CBIT 3yMOBUJIN «GOPMYBaHHSA Oi/bIiI
36a/laHCcOBaHOI Ta e(EeKTHBHOI HalliOHAJbHOI CUCTEMM Kibepbe3neKkH, skKa
3MOXe THY4YKO aJlallTyBaTUCA [0 3MiH 0e3[eKOBOro cepe/0BHIla, FapaHTY4H
rpoMaZiiHaM YKpaiHu Oe3neyHe (QYHKLIOHYBaHHA HALiOHAJIbHOTO CerMeHTa
KibepnpocTopy, nepeA6ayrBIIMd HOBI MOXJMBOCTI AJs nudposisalii Bcix chep
CyCniJIbHOTO XUTT» [13].

Cepen mnpiopuTeTiB HalliOHa/IbHUX iHTepeciB, okpecseHUux y Crpareril
KibepOe3neku Ykpainu (2021), caifi akLleHTyBaTU yBary Ha CTBOpPEHHi yMOB
JUIs 6e3nevyHoro (QyHKIIOHYBaHHS KiOepnpocTopy, HMOT0O BHUKOPUCTAHHS B
iHTepecax ocobu, cycnijyibcTBa i Aep:kaBu». LlUM JoOKyMeHTOM nepeadadyaETbCcs
3aJIydeHHS NIMPOKOTr0 KoOJia Y4YaCHUKIB [0 BHUpilleHHd 3aBJlaHb y coepi
Kibepbe3nekyd, y TOMY 4YMCJIi Cy0'€KTIB TroCnoJapioBaHHs, TPOMaJCbKi
00'€lTHAHHS Ta OKpeMHUX TpoMazsH YKpaiHu. [IporHO3yeTbCc pPoO3p0O6JIEeHHSA
3araJibHOHaliOHaJIbHOI [porpamMu KibeprpaMOTHOCT!. BoHa Mae
COpSIMOBYBATMCS Ha MiJBUILEHHA pPiBHA LUQPOBOI IPaMOTHOCTI HaceJIeHHS
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YKpainy, 30KpeMa, LJIAXOM BKJIOYEHHA I[UTAaHb [0 HaBYaJIbHUX Iporpam
3arajibHOI  cepeAHboi, TmpodeciiHol (mpodeciiiHO-TexHiYHOI), ¢daxoBoi
nepeABUIOl Ta BUIIOI OCBiTU» 3 ¢GopMyBaHHS LMPPOBUX HABUYOK,
Kibepo6i3HAHOCTI BiJTHOCHO cy4YacHUX Kibep3arpo3 Ta npotuaii HUM (IIpo
Ctparerito kibep6e3neku YkpaiHy, 2021). OcCHOBHi TMOJIO’)KEHHS1 1[bOTO
JIOKyMeHTY KOHKpeTH30BaHO [lsaHoMm peanizanii Crparerii kibepbe3neku
Ykpainy, cxBasienum 30 rpyasa 2022 poky [14].

BapTo 3a3HauuTH, 10 NUTAaHHA (GOPMyBaHHS LUPPOBUX HABHUYOK Y
rpoMaZisH YKpalHU pO3IJAJA€ETbCA Ha JepxaBHOMYy piBHI. Ha ocHOBI
€BPOMNENCHKOI KOHIENTYa/IbHO-eTaJIOHHOI PaMKU LIUPPOBUX KOMIIETEHTHOCTEHN
ais rpomazasH €C ta pexkomenganiid (DigComp 2.1: The Digital Competence
Framework for Citizens) mwono0 ¢opMyBaHHSA UUPPOBUX KOMIETEHTHOCTEN Bi/l
EBPONMENCHKUX Ta MIDXKHApPOAHUX IHCTUTYyLid MiHicTepcTBOM UUPpPOBOI
TpaHcpopmanii Ykpainu B 2021 poui 6ys0 pospobseHo Pamky nudpoBoi
KOMIIETEHTHOCTI JJi1 rpoMajsaH YkKpaiHu. Ila pamka o6roBopeHa Ta
yAOCKOHAJIEeHa B EeKCIIepTHOMY CepeoBUILl 13 3aJly4YeHHAM Ipe/CTaBHUKIB
eKCIIepTHO-KOHCYyJIbTaTUBHOro KoMmiTeTy 3 UIUMPPOBUX TEXHOJIOTIA MpHU
MiHicTepcTBi ocBiTH i HaykH, ekcniepTiB Mepexi eSkills [Iporpamu EU4 Digital B
Ykpaini Ta ekcneptiB KomiTeTy 3 muTaHb LUUMPOBUX HABHUYOK YKpaiHCHKOI
HauioHasibHOI nMppoBoi «Koasninii nudposoi Tpanchopmanii» [15].

Pamka Mictuth 4 BuMipu, 6 cdep, 30 KoMmmneTeHTHOCTeH Ta 6 PiBHIB
BOJIOJIHHA LI UPPOBUMH KOMIETEHTHOCTAMHU. be3neka y LUPpPOBOMY
cepeioBUIli € OJHi€l0 3 1mecTU chep KOMIETEHTHOCTeH, BU3HAUYEHUX Y
nepwomy Bumipi. Jlo 1i CTpyKTypU BifjHeCEHO TaKi KOMIIETEHTHOCTI: 3aXUCT
NpUCTPOIB Ta Oe3NeyHe MigK/JAOUYEHHS [0 Mepexi [HTepHeT; 3axucT
IepCOHAJIbHUX JJAHUX Ta PUBATHOCTI, 6e3nekKa B [HTepHeTI; 3aXUCT 0COOUCTUX
IpaB CIOXMBaya BiJf LIaxpauMcTBa | 3JIOBXKUBaHb; 3aXUCT 3J0pOB'A Ta
6/1aronoJiy44si; 3aXMCcT HaBKOJIMIIHbOTO cepenoBuila. [IpuHariiHO 3a3Ha4MMO,
110 HAa OCHOBI HAL[iOHAJILHOTO TECTY Ha LUU(POBY rpamMoTHIcTb «Lludpporpam»
(https://osvita.diia.gov.ua/digigram), po3po6jeHO OKpeMHM TeCcT Ha
JliarHOCTYBaHHS piBHA cGOPMOBAHOCTI [UPPOBOI KOMNETEHTHOCTI BUMTEJIB.

TakuM yrHOM, B YKpaiHi CTBOpEHO HOPMAaTHUBHO-IIPAaBOBY i OpraHisalivHy
OCHOBY JJI1 PO3BUTKY 6e3me4yHoro iHpopMaliiHO-OCBITHbOI'O Cepe/loBHIlA Ta
udpoBOI KOMIETEHTHOCTI MeAaroriyHMX MNpaliBHUKIB. 3 HAUIOro MOTJISAAY,
iMnieMeHTanid OCHOBHUX II0JIOKEHb, ONMCAHUX BHUIle KOHBEHLiH, CTpaTeriy,
JOKTPUH - ClIpaBa KepiBHUKIB 3aKJa/iB BUIOI OCBITH i HAYKOBO-IIe4aroriyHol
CHIJIBHOTU. AJie 3BOJIIKATU 3 BUpPILIEHHAM IMTAaHHA PO3BUTKY HABUYOK
nrdpoBOi Oe3neKd CbOTOJHI He MOXHA, OCKUJIBKM IIe CTOCYETbCH KOXXHOTO
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rpoMaJgsHUHA. [ pyHTYI09MCD Ha aHaJsisi HOPMaTHUBHO-IIPABOBUX,
opraHisaliiHuX, iIHCTPYKTUBHUX Ta iHpopMalLiiHUX IOKYMEHTIB, pO3p006JIeHUX
Ha MDKHApOJHOMY 1 JepKaBHOMY DpIBHAX, YABJAETbCA BipOTigHUM
NpPOEKTYBaHHS JIOKAJbHOI MOJIITUKU (Ha PpiBHI 3ak/JaJy BHILOI OCBITH) i3
nqudpoBoi 6Oe3neku iHPOPMaALiNHO-OCBITHBOrO cepeAoBUIna. OAHUM i3 ii
HanpsMiB Ma€ OyTH AiarHOCTUKA PiBHIB CPOPMOBAHOCTI HAaBUYOK LUPPOBOI
0e3neKH y cy6’€eKTIB OCBITHBOI'O NpoIecy. 3a HAlIUM [epeKOHAaHHAM BaXKJIMBUM
BOAYAETbCA CTBOPEHHS MNpPOrpaMyd HaB4YaHHS, TPEHIHTIB, BOPKIIOMNIB 3
dbopMyBaHHSI  HaBUYOK LUPpOBOi Oe3mekn MaHbOyTHIX  BUKJAJauiB
NeJaroriyHux 3ak/aaZiB BUILOI OCBITH. [JlyMa€eThCs, 1110 BAPTO BUKOPUCTOBYBATHU
NOTeHIiaJl Pi3HUX TPOMAJACbKUX Opradisaniii Ta BoJIOHTepiB (¢axiBLiB 3
Kibepbe3neku) A TeCTyBaHHA iHoOpMaIiHOI CUCTEMM 3aKJ/JaZy BHILOI
ocBiTu. Hamnpuksiaja, HUHI aKTUBHO J[li€ «HeOQiUiMHUN TpoMaJCbKUN pyX
Kibeponopy Boporosi, Tak 3BaHa «Ki6epApmia». 3BU4YauHi J0au, nopapn i3
npodecioHasamMu chepu IT, HaHOCATH HULIIBHUH yAap aTaKyl4dd Bopora y
KibepnpocTopi, 3aBAal0Th MOMy 30MTKIB Ta 3puBalOThb IJaHu» [6]. Ilig yac
BiMlHU KOXXHUM (CTYZEHT, BUKJIaJla4y) 3HAXOAUTbCA B 30HI KiOeppHU3HUKY, a TOMY
He 3alBUMH OyJyTb Pi3HI M03aayJUTOPHI 3aX0Au: CeMiHapH, KOHdepeHIiii,
oJliMniaZii, KOHKYPCH, aHAJITUYHI 3BiTH, IPOCBITHULIbKA JiIJIBHICTb B perioHi 1
T. iH., CIpSIMOBaHi Ha PO3BUTOK HABUYOK IMPPOBOI Ge3MeKH.

BUCHOBKH TA IIEPCIIEKTUBU IMMOAAJIBIIUX AOC/AIANKEHb [/
CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

3a pe3yJbTaTaMU TEOPETUYHOTO aHa/li3y BCTAHOBJIEHO HU3KY
HOPMAaTHMBHUX, OpraHi3alilHUX, IHCTPYKTHUBHUX Ta  iHpopMalilHUX
JIOKYMEHTIB, OCHOBHI IOJIOKEHHA HAKUX MOXYTb CTAaHOBUTHU OCHOBY JJid
po3po6JieHHsI TMOJIITUKKM LMQPpoBOI 6e3leKH B 3aKJaJli MeAaroriyHoi BUINOI
ocBiTu. /JlaHI JOKyMeHTH pO3p0o0JIeHO 1 MNPUUHATO Ha MIXKHAPOAHOMY |
Jlep>KaBHOMY PIiBHSX, CXapaKTePU30BaHO B KOHTEKCTi MiITOTOBKHA MaWOYyTHIiX
BUKJ/IaJ|auiB MejarorivHyx 3akJ/a/liB BUIIOI OCBITH JJis1 mpodeciiHOol AisIAbHOCTI
B IU(POBOMY CyCHIJIbCTBI, CUCTEMATU30BaHO Y XPOHOJIOTIYHOMY MOPSAAKY.
BudaBJieHO i BUCBIT/IEHO OCHOBHI IOJIOXKE€HHA PO3MOJAiNy BiANOBIAaJbHOCTI 3a
3abe3neyeHHsA KibepbOe3neyHoi 1udpoBOI TpaHchopMmalii MK ypsaLaMy,
NiANPUEMCTBAMH Ta TPOMa/IsIHAMU; 3’ sICOBAaHO HOBi PU3UKM Ta 3arpo3H /s BCiX
YYaCHUKIB OCBITHBOIO IIpoOLieCy, 30KpeMma: epo3id KyJbTypHOI CKJIaZL0BOI
OCBITHBOTO TMPOIECY, 3POCTAaHHS IHTepHeT-aAuKalil (iHTepHeT-3a/1eKHOCTI),
MOKJIUBICTb HECAHKI[iIOHOBAHOI'O JIOCTYINYy A0 IEepCOHaJbHUX JlaHHUX, Kibep-
MOOIHT, HallOBHEHHA (QelKaMU iHTepHeT-MeJia i colia/IbHUX Mepexk, XeMTUHT
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Ta 0e3Jid IHIIMX NUTaHb; AOBEJEeHO HeOoOXifHICTb ¢$OpMyBaHHSI HABHUYOK
nudpoBoi 6Oe3nekd Yy CyO'EKTIB OCBITHBOTO NpOLECY; CXapaKTEPU30BaHO
MOJIMBOCTI BUKOPUCTAHHA NPEJACTABJEHUX Y CTATTI JOKYMEHTIB 3 MOJITHUKHU
nuudpoBoi Oe3neku [isA NpodecihHOl MiATOTOBKU MaWOYTHIX BUKJIAAadiB
rnejaroriyHyx 3akJaziB BHILOI OCBITH.

[lepcneKTUBM NOJaIbIIMX AOCAiAXKEHb BOAYAEMO B /[iarHOCTHUIII PiBHIB
chOpMOBAHOCTI HaBUYOK IUPpPOBOI Oe3neKd y MaubyTHIX BHUKJAAadyiB
IearoriyHvx 3akKJja/iB BUILOI OCBITH.
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Abstract. The author reviewed a number of normative, organizational,
instructional and informational documents on the digital security of
society, the individual and the state, adopted at the international and state
levels, systematized them in chronological order and characterized them
in the context of training of the future teachers of pedagogical institutions
of higher education for professional activities in a digital society. The main
provisions of the distribution of responsibility for ensuring the cybersafe
digital transformation between governments, enterprises and citizens
have been identified and highlighted; the new risks and threats for all
participants of the educational process were outlined, in particular:
erosion of the cultural component of the educational process, the growth
of Internet addiction (Internet dependence), the possibility of
unauthorized access to personal data, cybermobbing, filling media content
and social networks with fakes, hating and many other issues; the
necessity of forming digital security skills among the subjects of the
educational process has been proven. The structure of digital security as
part of digital competence is covered: device protection and secure
connection to the Internet; protection of personal data and privacy,
Internet security; protection of consumer’s personal rights against fraud
and abuse; protection of health and well-being; environmental protection.
The possibilities of using the digital security policy documents, presented
in the article for professional training of future teachers of pedagogical
institutions of higher education are revealed, i.e.: policy design (at the level
of a higher education institution) on digital security of the information and
educational environment; creation of training programs, trainings,
workshops for the formation of digital security skills of future teachers of
pedagogical institutions of higher education; testing of the information
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system of the institution of higher education; various extracurricular
activities: seminars, conferences, olympiads, competitions, analytical
reports, educational activities in the region, etc.

Keywords: future teacher; pedagogical institution of higher education;
digital security; digital competence; regulatory and legal support; cyber
threats; cyber crime; information war.
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